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Abstract

Cloud is one of the emerging environments suppoditg storage and access activities. It has chahgetladitional way
of file systems and database transactions whichegrtedious for both the user and the developeweyer cloud promised
various issues of versatility, flexibility, extebsity, accountability of data etc. With the advages of the Cloud come the
security issues. In this project we have come up am idea of providing data security and integtitycloud computing the
user data is stored at large data centers anddrege may not be trustworthy. In this project we attempting to resolve
this conflict by providing security by using var®walgorithms like SLAs, digital signatures, encigptand decryption
methods etc. We are also providing a user frieimtgrface. The security is also provided at therimal level as the TPA

monitors and keeps a track of database admin tesivaking place

Keywords: Third Party Auditor, Cloud Vendor/Cloud Service Provider, Cloud Computing, Data Security and | ntegrity
Verification.

1. INTRODUCTION

Cloud computing is becoming one of the next IT stdy buzz words: users move out their data and
applications to the remote Cloud and then access th a simple and pervasive way.[1-4] Cloud conmauts

a model for enabling convenient, on-demand netwackess to a shared pool of configurable computing
resources (e.g., networks, servers, storage, apipls, and services) that can be rapidly provisiband
released with minimal management effort or servim®vider interaction. Cloud computing provides
computation, software, data access, and storageeagithat do not require end-user knowledge ofthgsical
location and configuration of the system that detivthe services.[6]

2. BACKGROUND AND MOTIVATION

The rapid growth in field of “cloud computing” algacreases severe security concerns. Securityemained a
constant issue for Open Systems and internet, wieeare talking about security cloud really sufferack of
security is the only hurdle in wide adoption of ulocomputing. Cloud computing is surrounded by many
security issues like securing data, and examirtiegutilization of cloud by the cloud computing versl The
wide acceptance www has raised security risks aloitly the uncountable benefits, so is the case wlitid
computing[6-8]. The boom in cloud computing hasugftt lots of security challenges for the consunzerd
service providers. How the end users of cloud cdimguknow that their information is not having any
availability and security issues? Every one pokegheir information secure? [1].Through our projee are
likely to solve such security issues evolved iruda@omputing with high level of efficiency, low d¢aend can

be deployed in a limited time frame.
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3. PROBLEM STATEMENT
3.1 Existing System
Three different network entities can be identifsedfollows:
. User: users, who have data to be stored inltheland rely on the cloud for data computatiomsist
of both individual consumers and organizations.
. Cloud Service Provider (CSP): a CSP, who hanrifstgnt resources and expertise in building and
managing distributed cloud storage servers, owdsogerates live Cloud Computing systems.
. Third Party Auditor (TPA): an optional TPA, whHwas expertise and capabilities that users may not
have, is trusted to assess and expose risk of saudge services on behalf of the users upon stfdie

In cloud data storage, a user stores his dataghrauCSP into a set of cloud servers, which araingnin a
simultaneous, cooperated and distributed mannda f2aundancy can be employed with technique cfueea
correcting code to further tolerate faults or sewr@sh as user’'s data grows in size and importarioereafter,
for application purposes, the user interacts wWithdloud servers via CSP to access or retrievddie In some
cases, the user may need to perform block levelatipas on his data [2-3]. The most general forithese
operations we are considering are block updateteleihsert and append. As users no longer potseisslata
locally, it is of critical importance to assure tsséhat their data are being correctly stored aathtained. That
is, users should be equipped with security mearisatdhey can make continuous correctness assicdribeir
stored data even without the existence of localesopn case those users do not necessarily havérte,
feasibility or resources to monitor their data,yttean delegate the tasks to an optional trusted ©Ptheir
respective choices. In our model, we assume thatpthint-to-point communicatioochannels between each
cloud server and the user is authenticated andbteli which can be achieved in practice with litleerhead.
Note that we don't address the issue of data pyivacthis paper, as in Cloud Computing, data py&
orthogonal to the problem we study here [5].

3.2 Proposed System

In this system we are likely to provide an OTP egstat the user level. The OTP system will genegate
verification code which the user needs to enteinduregistration. Further this code will be verifiby the TPA
and only after his approval the user registratidhbe completed. Next comes the uploading and doaating

of files. While uploading the original data will Isent to the CSP and a copy of it would be setti@dT PA for
verification. After a simple yes/no message fromre fAPA the original file will be processed furtheor f
fragmentation and encryption by the CSP. This wilo reduce the overhead considerably. The rights t
modify, update or delete will only reside with tbaner of the data thereby ensuring an optimal lefel
security. Internally the DB admin is also monitoreg the TPA in order to keep a check on any form of
malicious activity. Data lost can also effectivalgtrieved using standby servers (RAID LEVEL 1).Qthe
specifications in the proposal include digital sigmes, captchas, SLAs.

4. MODULES

4.1 Data Security

There are a number of security issues/concerngiassgo with cloud computing. In cloud computing iseata
is saved in large data centres where data managésnast trustworthy .In order to ensure good gyaif
service we are providing OTP technology to enslieecbrrect user , encryption of data ,fragmentatiodata
and alert systems .These tasks will be monitoyetthéd TPA and would take necessary action in chsay
malicious activity takes place [4-6].
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4.2 Accountability

User’s need to be able to ensure that their dathandled according to the service level agreenmatte at the
time they sign on for services in the cloud. Wepmse a novel approach, namely Cloud Information
Accountability (CIA) framework, based on the notiohinformation accountability. Information accoabtlity
focuses on keeping the data usage transparentacicible. One of the main innovative features ef A
framework lies in its ability of maintaining lightight and powerful accountability that combineseasp of
access control, usage control and authenticatigrmBans of the CIA, data owners can track not erigther

or not the service-level agreements are being hedgplbut also enforce access and usage contrad ade
needed [2].

5. SYSTEM MODEL

Representative network architecture for cloud aatmage is illustrated in Figure 1. Three differastwork
entities can be identified as follows:

e User: users, who have data to be stored in theldod rely on the cloud for data computation, cginsi
of both individual consumers and organizations.

* Cloud Service Provider (CSP): a CSP, who has sggmf resources and expertise in building and
managing distributed cloud storage servers, owdgerates live Cloud Computing systems.

* Third Party Auditor (TPA): an optional TPA, who haspertise and capabilities that users may not
have, is trusted to assess and expose risk of dtardge services on behalf of the users upon
request. In cloud data storage, a user storesatés ttirough a CSP into a set of cloud servers,
which are running in a simultaneous, cooperateddasttibuted manner. Data redundancy can be
employed with technique of erasure-correcting ctmléurther tolerate faults or server crash as
user’s data grows in size and importance. Thenedfie application purposes, the user interacts
with the cloud servers via CSP to access or redfrlgés data. In some cases, the user may need to
perform block level operations on his data.
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Fig.1 Data Sorage Architecture[ 4]

The most general forms of these operations we @msidering are block update, delete, insert anaiagpAs
users no longer possess their data locally, iff isrilical importance to assure users that thetadae being
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correctly stored and maintained. That is, usersilshbe equipped with security means so that theyrmake
continuous correctness assurance of their storesdeleen without the existence of local copies. drecthose
users do not necessarily have the time, feasililitiesources to monitor their data, they can deethe tasks
to an optional trusted TPA of their respective ckei In our model, we assume that the point-totpoin
communication channels between each cloud senertten user is authenticated and reliable, which lwan
achieved in practice with little overhead [4].

5.1 Data Storage and Security

Storing of user data in the cloud despite its ath@as has many interesting security concerns wigel to be
extensively investigated for making it a reliabtdusion to the problem of avoiding local storagedata. Many
problems like data authentication and integritytsourcing encrypted data and associated difficcdblems
dealing with querying over encrypted domain weedssed in research literature. Cloud computing&iaed

a range of important privacy and security issueghdssues are due to the fact that, in the clasdrs’ data
and applications reside—at least for a certain athad time—on the cloud cluster which is owned and
maintained by a third party. Concerns arise simcéhée cloud it is not always clear to individualbywtheir
personal information is requested or how it will leed or passed on to other parties. To dates iitrk has
been done in this space, in particular with respeeiccountability. Pearson et al. have proposedatability
mechanisms to address privacy concerns of end asershen develop a privacy manager. Their basia id
that the user’s private data are sent to the cioudn encrypted form, and the processing is donghen
encrypted data. The output of the processing ibfiscated by the privacy manager to reveal theecoresult.
However, the privacy manager provides only limifedtures in that it does not guarantee protectiwcedhe
data are being disclosed. The Cloud Information obdedability framework proposed conducts automated
logging and distributed auditing of relevant acoesgormed by any entity, carried out at any paihtime at
any cloud service provider [4-6].

5.2 Data Integrity and Verification

Cloud computing environment is constructed basedpen architectures and interfaces; it has thelgkiyato
incorporate multiple internal and/or external claetvices together to provide high interoperabilitye call
such a distributed cloud environment as a multis@lgor hybrid cloud). Often, by using virtual inftaucture
management (VIM), a multi-cloud allows clients tas#y access his/her resources remotely througfades
such as Web services provided by Amazon EC2. dtusial to offer an efficient verification on thetegrity
and availability of stored data for detecting faudnd automatic recovery. Moreover, this verifmatis
necessary to provide reliability by automaticallyaimaining multiple copies of data and automaticall
redeploying processing logic in the event of fakirTo check the availability and integrity of auisced data
in cloud storages, researchers have proposed taio &pproaches called Provable Data Possession) (&P
Proofs of Retrievability (POR) [5].

5.3 Data Framework for Multi-Cloud Storage

Although existing PDP schemes offer a publicly ast@e remote interface for checking and managimg t
tremendous amount of data, the majority of existing

PDP schemes are incapable to satisfy the inheegoirements from multiple clouds in terms of comimation
and computation costs. To address this problemgcaevesider a multi-cloud storage service as illustiain
Figure 1. In this architecture, a data storageisemvolves three different entities: Clients whave a large
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amount of data to be stored in multiple clouds hade the permissions to access and manipulatedstiate;
Cloud Service Providers (CSPs) who work togetheprtivide data storage services and have enougagster
and computation resources; and Trusted Third RAY) who is trusted to store verification parametand
offer public query services for these parametei8][5

Fig.2 Integrity Verification of Cloud[5]

In this architecture, we consider the existencenoltiple CSPs to cooperatively store and maintaedlients’
data. Moreover, a cooperative PDP is used to vérdyintegrity and availability of their stored dan all CSPs

[5].

6. ARCHITECHTURE

6.1 User Registration

Initially when the user registers for the first &nthe request is first sent to the TPA. The TPAfies the email
id and sends a verification code to the user orcdlisphone using the OTP. The user is supposeahter this
code on the screen within a valid time of 2 to 3wmhés. This code is again verified by the TPA afterais
approval the user is registered to use the clondcss.

Trusted third party
auditor

Cloud service provider

Actor

Registration form filled by user and sent to TPA

Verification code sent by TPA and verified
by user

User authenticated by TPA

Fig.3 Registration of User

335



E-ISSN: 2321—-9637
Volume 2, Issue 1, January 2014

| nter national Journal of Research in Advent Technology

Available Online at: http://www.ijrat.org

6.2 Uploading of File

While uploading, the user data is sent in a quawkthe TPA monitors this data and sends a simpéénge
signal towards CSP. This considerably reduces eas$ If the TPA signals yes, the CSP acceptsdte th

CSP, the data is encrypted and fragmented to Btate respective data server. For eg, if a ddéaddntains an
image and a video clip, the image is stored affardnt server and a video clip at a different servElse the
TPA signals no to the CSP sends a message to¢h¢ousend the data again.

‘
|
:
[(TTTTT %
/
TCloud
User E
Regiiset 1o upload the le
TPA monitors the data Request to database admin for storing data into database
Repl t fie uploaded ol

Fragmentation of the file into multiple parts [E] enty mossage o vsranfie uptoaded successly
Apply encryption algarithm on fragments and convert it into cipher text

Fig. 4 Uploading in Cloud

6.3 Downloading of File

A download can be performed by any normal userjudeneeds to send a download request to the C&khan

required data is decrypted and is downloaded inotiiginal format. The rights to modify, update atelete
resides only with the owner. Any normal user carmotlify the data.
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Requests sent to database admin for required data Dowhloading of data staris

Reguest is|accepted by databace admins

— B difectional amow for data flow

Fig. 5 Downloading from Cloud
6.4 Alert generation

TPA monitors the data internally too. He keeps ackhon the internal activities taking place. If pape
database admin is trying to modify the data, th& §Bnerates an alert.

\E

Trusted third
party auditor

N |

Cloud db

admin

Db admin tries to modify or delete the data

Alert is generated and sent to TPA

TPA takes neccessary action against DB admin

Fig. 6 Alert Message Generation
7. CONCLUSION
Cloud computing is a new technology widely stddierecent years. Now there are many cloud platfdpoth

in industry and in academic circle. How to underdtand use these is a big issue. In this papereserithed
various security issues related to cloud andegaur proposed system based on the existygiem .Thus
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cloud computing provides a low cost supempoting services to users. Our system proposasures
security and integrity with  effective utiéition of available resources.
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